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I.LINTRODUCTION

In recent years, the healthcare industry has seen a paradigm shift towards digitization, with electronic health records
EHRs becoming the standard for the management of patient information. However, significant challenges related to data
security, integrity and availability are presented by the centralized nature of traditional electronic health records systems. As
patient information continues to grow in volume and complexity, innovative solutions are needed to address these challenges
and guarantee the confidentiality and integrity of medical records. The use of Block-chain technology, which had its origins in
cryptocurrencies like bitcoin, has proved to be a promising solution for enhancing the security and reliability of electronic
transactions. By leveraging the decentralized and immutable nature of block-chain networks, healthcare organizations can
revolutionize the way medical records are managed and distributed.n this context, we propose a Medical Report Management
and Distribution System that utilizes block-chain technology, specifically integrating the SHA-1 cryptographic hash function,
and implemented with Flask, a lightweight web framework for Python. The system is intended to ensure a secure, transparent
and effective platform for the storage, access or update of medical records while safeguarding data integrity and patient privacy.
The technical architecture, design principles and implementation details of the proposed system are examined in this paper. We
will discuss the role played by technology to ensure tamper-proof and unaltered records, use of SHA Block-chains for
cryptographic hashing in order to improve data security or integration of Flask into a user friendly interfacel.In addition,we
are highlighting the possible benefits of our system in terms of improved efficiency, increased safety and better health outcomes
for patients. In this research, we shall aim at contributing to the continued effort to modernize healthcare information systems
and address changing needs of patients, health care professionals and regulatory bodies in an ever more digitized world.

I.SYSTEM DESIGN

The proposed a system to manage and distribute medical reports in order to facilitate the secure and efficient
management of health records, taking into account the needs of administrative staff, receptionists, doctors and patients. This
system uses block-chain technology, SHA1 cryptographic hashing algorithms and the Flask framework to ensure the integrity,
availability and confidentiality of data. The following overview of the system's functions is provided:

An authentication module for verifying the identity of users logging in is included in this system. Administrative staff
shall have the privilege of recruiting and administering doctors and receptionists. A receptionist can register new patients in
the system. For his or her patients, the doctor shall be authorized to submit a medical report. Each report is hashed using the
SHAL1 algorithm, which generates its own unique value.Storage of data on the Block-chain: On a distributed Block-chain
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network, hashes of healthcare reports are kept. Block-chain is designed to increase data security and integrity by providing a
tamper-proof, indefinite storage of medical records. The Admin User Interface allows you to add and manage physicians and
receptionists. It provides administrators with oversight of the system's activities and user administration. A list of the patients
assigned to you can be viewed by your doctor through the Doctor Interface. They allows for the uploading of individual patient's
medical reports. The Receptionist Interface enables staff to register new patients in the system. They provides a way for
receptionists to update the patients' information if necessary. To access your medical records, patients can log in securely.
Access to reports is granted by the specific hash values that are generated for each report. Based on the user role and
permissions, access to medical records is strictly controlled. Only the corresponding hash values will allow patients to view
their own medical reports. This ensures the protection of patients' privacy and compliance with data protection rules. In order
to improve the usability and accessibility of this system, it has been developed with a user friendly interface.

1. Diagram

A number of key components, including the block chain network, user interface,and encryption mechanisms, are
included in the proposed system architecture. In order to ensure data integrity and security, the block chain network is an
essential infrastructure for storing and managing medical reports.In order to protect sensitive medical information and to
comply with the privacy rules, encryption mechanisms have been put in place. The user interface provides stakeholders,
including doctors, patients and hospital administrators, with a comfortable platform for interacting with the system. This
enables seamless access to medical reports, scheduling of appointments and data sharing functionalities.
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Figure 1: Flowchart of the System
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Figure 2: Data-flow Diagram

2.Working

A comfortable platform for interaction with the system is provided by the user interface for interested parties,
including doctors, patients and hospital administrators. This will allow users to access medical reports, schedule appointments
and share data with one another. The administrator has specific privileges that allow him to use features such as the addition of
doctors, added receptionists, view physicians' records and see their contact details.A dedicated administrative login portal is
usually used to do this. Receptionists will be able to carry out tasks, such as the addition of new patients and view existing
patient data when they log on. They're given access to the functions of care management. The physician has access to the
patient's specific functionalities. Patients' details and medical reports can be viewed and uploaded by them to the patients they
are assigned. Patients are given access to their own medical records. They will be able to read their reports securely when they
log in. There is a database section in the system, which can be accessed by an administrator. The administrator can see login
and logout times for all users, physicians, patients or receptionists, as well as other details in this section. An audit trail of user

Published By: Fifth Dimension Research Publication https://fdrpjournals.orgfijire 7|Page


https://fdrpjournals.org/ijire

Medical Report Management and Distribution System on Blockchain

activities in the system is contained in this database. In order to guarantee that users can only use functionalities which are
suitable for their roles, the system uses a role based Access Control mechanism. In addition, only authorized users are allowed
to store and access sensitive data such as patient medical records. The system is based on the Flask web framework, which is
a Python web framework. Web applications with features such as routing, template creation and handling of requests are
supported by Flask. The description does not explicitly refer to the integration of the block-chain, although the system is
mentioned to use SHA1 for hashing. However, more detailed information on the implementation of the block-chain would be
needed if the system is to use the technology for additional security and transparency.In general, the system offers a
comprehensive solution to manage medical reports and patient information for healthcare professionals as well as patients in
an environment of safe access and effective management.

IHILLRESULT AND ANALYSIS
Enhanced Data Security: The use of block-chain technology, coupled with the SHA-1 encryption algorithm, ensures that
medical reports are securely stored and tamper-proof. The system uses block-chain's decentralized nature for the distribution
of health records across several nodes in the network to encrypt patients' data prior to their storage on the block-chain, giving
them an additional layer of protection from unauthorized access and breach.

Decentralized Data Management: This decentralized approach mitigates the risk of a failure at one point and increases data
resilience, ensuring that health reports are available in case of network failures or attack. As a transparent and immutable
transaction on the block-chain, any interaction with the system, such as uploading a medical report or accessing a patient's
records, is recorded.

Transparent and Auditable Transactions: These transactions may be audited by healthcare professionals, patients and other
authorized persons for the purpose of verifying the integrity and authenticity of health information. The use of the Block-chain
technology makes it easier for healthcare providers and systems to share and interoperability data.

Improved Data Sharing and Interoperability: Patients are given greater control over their medical records, which will allow
them to be shared with healthcare professionals in a secure manner and thus promote collaboration and continuity of care.

Efficient Report Distribution: This system provides a secure and efficient platform for sharing sensitive information in order
to simplify the distribution of medical reports. In order to eliminate the need for physical copies and to reduce administrative
costs, patients can access their reports remotely and securely share them with healthcare providers.

Security and privacy issues have been addressed: The system will address security and privacy concerns related to the
management and dissemination of medical reports in an efficient way, thanks to the integration of cryptocurrencies and
encryption techniques. In order to ensure confidentiality and compliance with data protection regulations, patients' personal
information is encrypted, decentralized and kept in a tamper-proof way.

Increased Patient Empowerment: Patients are empowered to take control of their medical records and make more informed
decisions on health care. Patients will be better able to understand their medical history, monitor their health status and work
with healthcare professionals to develop personalized treatment plans with secure access to their reports.

In terms of data security, transparency and patient empowerment, the medical report management and distribution
system based on the block-chain framework offers significant advantages. However, in order to realize the full potential of
block-chain technology for healthcare, it is necessary to address scalability, interoperability and regulatory compliance issues.

IV.CONCLUSION

Finally, a significant advance in healthcare technology is the medical report management and distribution system
based on the block-chain. The system offers many benefits to patients, healthcare providers and other stakeholders because of
the inherent characteristics of block-chains such as security, transparency and decentralization. The system addresses
longstanding concerns about data security and privacy by integrating encryption algorithms such as SHA1 to ensure the secure
storage of medical reports, which is tamper proof and can be audited. This enhanced security framework does not only protect
sensitive patient information, but also strengthens trust and confidence in the healthcare ecosystem. In addition, the
decentralized nature of block-chain facilitates a seamless exchange of information and interoperability between different
healthcare systems, improves cooperation and continuity of care. Patients are given more control over their health records,
enabling them to take an active part in the healthcare process and make sound choices. Overall, it is a trans-formative shift in
the healthcare ecosystem towards safer, more efficient and patient centered health systems that has taken place with the medical
report management and distribution system under the block-chain framework. As the technology continues to evolve, it holds
the promise of revolutionizing healthcare delivery and improving patient outcomes on a global scale.
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