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I.LINTRODUCTION

Fake news has become a major problem in today’s digital world. With the rapid growth of the internet and social
media platforms, information spreads very quickly among people. While this has many benefits, it also makes it easy for
false or misleading information to spread. Fake news refers to incorrect or misleading information that is presented as real
news. It is often created to influence people’s opinions, create confusion, or gain attention.

In recent years, the spread of fake news has increased significantly due to platforms like social media, blogs, and
online news websites. Anyone can create and share content without proper verification. As a result, it becomes difficult for
users to identify whether the information they are reading is true or false. Fake news can have serious effects on society,
including spreading misinformation, creating panic, and influencing political decisions.

Traditional methods of detecting fake news mainly relied on manual verification by journalists and fact-checkers.
These methods include checking sources, verifying facts, and cross-referencing information with trusted sources. However,
with the huge amount of data generated every day, manual verification is not efficient and cannot handle the speed at which
fake news spreads. Therefore, there is a need for automated systems that can detect fake news quickly and accurately.

Machine learning and artificial intelligence provide effective solutions for this problem. These technologies can
analyze large amounts of data and identify patterns that help in detecting fake news. In this project, different machine learning
and deep learning models are used to classify news as real or fake. Traditional models such as Logistic Regression, Naive
Bayes, and Support Vector Machine (SVM) are used along with advanced models like BERT and RoBERTa.

The process of fake news detection involves several steps. First, the dataset is collected and preprocessed. The text
data is cleaned by removing unnecessary characters and converting it into a standard format. Then, feature extraction
techniques such as TF-IDF are used to convert text into numerical form. After that, different models are trained on the data
to learn patterns that distinguish fake news from real news.

The performance of these models is evaluated using various metrics such as accuracy, precision, recall, and F1-
score. Confusion matrix, ROC curve, and learning curve are also used to analyze model performance. These evaluation
methods help in comparing different models and selecting the best one.

The main goal of this project is to develop an efficient system that can automatically detect fake news with high
accuracy. This system can be useful in real-world applications such as social media platforms, news websites, and online
content verification tools. By using this system, users can easily identify whether a news article is real or fake. In conclusion,
fake news detection is an important area of research in the field of machine learning and natural language processing. With
the help of advanced models and techniques, it is possible to reduce the spread of fake news and create a more reliable
information environment.

Overview of Fake news
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Fake news refers to false or misleading information that is presented as real news. It is often created to mislead
people, gain attention, or influence opinions. The spread of fake news can create confusion, fear, and misunderstanding
among people. It can also affect important areas like politics, health, and society. Therefore, detecting fake news has become
very important.

To solve this problem, technologies like machine learning and transformer based models are used. These systems
analyze the content of news and help in identifying whether it is real or fake.

ILOBJECTIVE
The objective of this project is to examine the problems which is related with the spread of fake news . We will be
working on fake news data set in which we will apply machine learning algorithm and transformer based model to train and
test data to find which news is the real news or which one is the fake news . As the fake news is a problem that effects society
and people perceptions on different topics . By using machines learning and transformer models , the problem can be solved
as we able to find patterns from the data to maximize well defined objectives . so , our focus is to find fake news using both
machine learning and transformer based models.

Traditional Approaches to News Verification

Traditional approaches to news verification involve human-centered techniques that focus on assessing the accuracy
and credibility of information without relying heavily on automated systems like machine learning. These methods have
been used by journalists, fact-checkers, educators, and the public to verify the truthfulness of news. Although they can be
time- consuming and less scalable, they offer transparency, human judgment, and contextual understanding, which are crucial
in complex or sensitive situations.

Here are the main traditional approaches:
1. Manual Fact-Checking

In this method, people check if a news story is true or false by comparing it to trusted sources like government
records or official websites. This is very accurate, but also slow.

2. Crowdsourcing
Here, many people on the internet help check news. They report, flag, or vote on posts they think are fake. It’s fast
and covers more posts, but not always right.

3. Source Verification
This means checking where the news came from. Trusted sites like BBC or The Hindu follow rules and correct
mistakes

Machine Learning in Fake News Detection

Scalable and precise detection techniques are desperately needed in light of the proliferation of bogus news on
digital platforms. Although manual methods can be useful in certain situations, they are insufficient and time-consuming to
manage the massive and rapidly changing streams of data found online. By identifying patterns in data and categorizing
material appropriately, machine learning (ML) provides a strong and automated method for detecting fake news.

Data Collection and Pre-processing

The first step in applying machine learning to detect fake news is gathering labeled datasets that contain instances
of both true and fake news stories. These datasets are necessary for training machine learning model . Natural Language
Processing(NLP) approaches are used for preprocessing before the input is fed into the model. Tokenization, stop-word
elimination and text-to-numerical conversion using vectorization methods such as Term Frequency-Inverse Document
Frequency (TF-IDF)

Machine Learning Algorithms

For this objective, several machine learning techniques are used. Because of their effectiveness and interpretability,
traditional classifiers like Support Vector Machines , Naive Bayes and Logistic Regression are frequently utilized. These
models examine linguistic and statistical characteristics, including sentence structure, sentiment polarity, or word frequency.

Summary

Fake news can be solved in a dynamic and scalable way with machine learning. Although not perfect, machine
learning (ML) systems present a promising way to reduce misinformation and maintain the quality of online information,
particularly when paired with human verification and conventional techniques.

Deep Learning Approaches in Fake News Detection
Deep learning approaches use advanced neural network models to automatically detect fake news. These models
learn patterns from large amounts of data and can understand the meaning of text better than traditional methods.
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Models like BERT and Roberta are used in fake news detection. These models understand the context of words in
both directions (left and right), which improves accuracy.

Although deep learning provides high accuracy, it requires a large amount of data. Training these models can be
time-consuming, but they are very effective in detecting fake news in real-world applications.

11.DATA COLLECTION
For this project, | used two public datasets: Fake.csv and True.csv. One had fake news articles, and the other had real ones
o 0 for fake news
o 1 for true news
This made it easy to train models.
Then, | merged both datasets into one file, shuffled the data to remove any pattern, and got it ready for cleaning and
training. This careful setup helped build a clean and fair dataset for the project.

Dataset Description

Two distinct CSV files, false.csv and True.csv, which are both publicly accessible and frequently used in studies on
false news detection, make up the dataset used in this project. News items from a variety of sources are included in these
files, which are pre-labeled as "false" or "true" for binary classification, making them appropriate for supervised learning
techniques

1. Fake.csv
This file contains fabricated news articles that are either misleading, intentionally false, or lack factual basis

2. True.csv
This file includes genuine news articles published by reputable news sources.

For the purpose of model training, only the text attribute was used, as it holds the complete article body required
for content analysis and classification. A new column called class was added to both datasets:
1. Fake articles were labeled as 0
2. True articles were labeled as 1

In total, the combined dataset consists of thousands of labeled news articles, providing a balanced and diverse
foundation for developing and evaluating machine learning models for fake news detection.

Data Preprocessing

Data preprocessing is the step where raw data is cleaned and prepared for the model. First, the dataset is loaded and
unnecessary columns are removed. The text data is cleaned by removing special characters, numbers, and extra spaces, and
converting all text to lowercase.

Then, common words (stopwords) are removed to keep only useful information. After that, the text is converted
into numbers using TF-IDF so the model can understand it. Finally, the data is divided into training and testing sets to check
the model’s performance.

Data Labeling and Merging

To create an effective machine learning model for identifying fake news, a well labeled and cohesive dataset is
essential. In this, two different datasets True.csv and Fake.csv were used. . News articles are categorized according to their
veracity in each dataset. To train a sumachine learning model, the data needs to be merged into a single dataset for consistent
processing and have unambiguous class labels.

Data Labeling

Adding a new column named class to each dataset was the first step. While articles in the True.csv dataset were
labeled with 1, signifying genuine or authentic news, those in the fraudulent.csv dataset were labeled with 0, signifying
fraudulent news. Training classification models that can distinguish between the two groups requires this binary labeling.

Data Merging
After labeling, the two datasets were merged using pd.concat(). This created a single dataset combining both fake
and true news. The merged dataset was then shuffled randomly to avoid

Text Cleaning

Text cleaning is the process of making text data clear and useful for the model. In this step, special characters,
punctuation, numbers, and extra spaces are removed. All text is converted to lowercase to maintain consistency.

Common words like “the”, “is”, and “and” are removed because they do not add much meaning. This helps the
model focus only on important words and improves accuracy.

Feature Extraction (TF-IDF Vectorization)
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Feature extraction is the process of converting text into numerical form so the model can understand it. TF-IDF
(Term Frequency-Inverse Document Frequency) is used to give importance to words based on how often they appear in a
document and how unique they are across all documents.

Common words get lower values, while important and rare words get higher values. This helps the model focus on
meaningful words and improves prediction accuracy.

Converting the processed textual data into numerical features that machine learning models can use is a critical next
step in developing a fake news detection system.

IV.MODEL SELECTION AND TRAINING

Model selection and training is the step where different machine learning and deep learning models are chosen and
trained on the data. In this project, models like Logistic Regression, Naive Bayes, Support Vector Machine (SVM), BERT,
and RoBERTa are used.

Each model learns patterns from the training data to classify news as real or fake. Traditional models like Logistic
Regression, Naive Bayes, and SVM work on numerical features, while advanced models like BERT and RoBERTa
understand the context of text more effectively.

After training, all models are tested on unseen data, and their performance is compared to select the best model for
prediction.

Logistic Regression
Logistic Regression is a simple machine learning model used for classification. It predicts whether news is real or
fake by calculating probability. It works well for basic text classification tasks.

Naive Bayes
Naive Bayes is a fast and simple algorithm based on probability. It assumes that all words are independent of each
other. It is very useful for text data and works well for fake news detection.

Support Vector Machine (SVM)
SVM is a powerful model that separates data into different classes using a boundary line (hyperplane). It tries to
find the best boundary to correctly classify news as real or fake.

BERT
BERT is a deep learning model used for understanding text. It reads words in both directions (left and right) to
understand the full meaning of a sentence. This helps in detecting fake news more accurately.

RoBERTa
RoBERTa is an improved version of BERT. It is trained on more data and performs better in understanding text. It
gives higher accuracy in fake news detection tasks.

Evaluation Metrics

Evaluation metrics are used to measure how well the model is performing. Accuracy shows how many predictions
are correct out of total predictions. Precision tells how many predicted fake news items are actually fake, while recall shows
how many actual fake news items are correctly identified.

The F1-score is a combination of precision and recall, giving a balanced result. A confusion matrix is also used to
show correct and incorrect predictions. These metrics help in comparing different models and selecting the best one.

V.PERFORMANCE OF MODELS
The performance of different models is evaluated using the test dataset. Models like Logistic Regression, Naive
Bayes, SVM, BERT, and RoBERTa are trained and tested to classify news as real or fake.
Each model gives different accuracy and results based on how well it understands the data. Traditional models work
faster, while deep learning models like BERT and RoBERTa provide better accuracy because they understand the context of
the text.

Logistic Regression Results
The Logistic Regression model achieved an accuracy score of approximately 97%
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Logistic Regression Results
Accuracy 8.9765
Precision: @.9631

rRecall : |8.983

F1 Score : 8.976

Classification Report:
precision fil-score

a
1

accuracy
macro avg
welighted avg

SVM Results
The svm model achieved an accuracy score of approximately 98%

: @.9888

a.9837

a.9933

F1 Score : @.93885

Classification Report:

precision recall Fi-score support

a8.28
a8.293

accuracy
macro avg
weighted avg

Naive Bayes Results
The Naive Bayes model achieved an accuracy score of approximately 93%

Maive Bayes Results
Accuracy 8.9387
Precision: 8.9216
rRecall : 8.9373
F1 Score : @.9294

Classification Report:
precision recall Fi-score

a
1

accuracy
macro avg
welghted avg

BERT Results
The BERT model achieved an accuracy score of approximately 91%

Epoch Training Loss validation Loss Accuracy Precision Recall F1
0536031 0.818750 0.826846 0.792793 0.

0448371 0369375 0873257

0.466598 0.406423 0.855625 0.790426 0.865463
0.406109 0.364596 BTES 0.319383 0. . 0.883086
03238809 E T 0.371359 0396939

0317698 0.895000 0.848000 0.954955 0.898305

0.298671 0.904375 0.872315 0.940798 0.905263

0904375 0871429 0942085 0905380

0285515 0898750 0854671 0953668 0901460

608 0.274904 0.908125 0.873223 0.948520 0.909315
0.302902 0269427 0910625 03738282 0947233 0911455
0.3 T b 32 0.910625 0.876485 0.949807 0.911674
0298717 2 0.910000 0.874556 0.951094 0.911221

0299100 264z 0910000 0.374556 0951094 0911221

0296325 26 0.910000 0.874556 0.951094 0.8911221

Roberta Results
The Roberta model achieved an accuracy score of approximately 95%
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Epoch Training Loss validation Loss
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Confusion Matrix
A confusion matrix is used to evaluate how well a model is performing. It shows the number of correct and incorrect

predictions made by the model.

It has four parts:

e True Positive (TP): Fake news correctly predicted as fake
e True Negative (TN): Real news correctly predicted as real
e False Positive (FP): Real news wrongly predicted as fake
e False Negative (FN): Fake news wrongly predicted as real

This matrix helps in understanding where the model is making mistakes and improves model performance.

Logistic Regression confusion matrix:

Svm confusion matrix:

Predicted

ML Confusion Matrix - SVM

Actual

Predicted
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Naive Bayes confusion matrix:

ML Confusion Matrix - Naive Bayes

1800

1600

1400

1200

Actual

1000
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-200

Predicted

Bert confusion matrix:

BERT Confusion Matrix

- 700

- 400

Actual

- 300

- 100

Predicted

Roberta confusion matrix:

RoBERTa Confusion Matrix

Predicted

ROC Curve Analysis

ROC (Receiver Operating Characteristic) curve is used to evaluate the performance of classification models. It
shows the relationship between True Positive Rate (TPR) and False Positive Rate (FPR). A model with a curve closer to the
top-left corner performs better. The Area Under the Curve (AUC) value indicates how well the model can distinguish between
real and fake news. Higher AUC means better performance.
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ROC Curve for Machine Learning Models:

ROC Curve - All Models
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This graph shows the ROC curves for Logistic Regression, Naive Bayes, and SVM models. All models perform
well, but the model with the highest curve has better classification ability. This comparison helps in understanding which
traditional model performs best.

ROC Curve for All Models:

ROC Curve - All Models
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This graph shows the ROC curves for all models including Logistic Regression, Naive Bayes, SVM, BERT, and
RoBERTa. It can be observed that deep learning models like BERT and RoBERTa perform better due to their ability to
understand text context more effectively.

Learning Curve Analysis

Learning curve is used to understand how well a model learns from the training data. It shows the relationship
between training size and model performance. Two curves are plotted: training score and testing score. If both curves are
close, the model performs well. A large gap may indicate overfitting or under fitting.

Learning Curve for Machine Learning Models:

Learning Curve (All Models)
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This graph shows the learning curves of Logistic Regression, Naive Bayes, and SVM. The performance improves
as the training data increases. The small gap between training and testing curves indicates good generalization.

Learning Curve for Deep Learning Models:

Learning Curve (BERT vs RoBERTa)

—e— BERT Accuracy
ROBERTa Accuracy

Validation Accuracy
o
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M

2 4 L) a 10 12 14 16
Epochs

This graph represents the learning rate or accuracy curve of BERT and RoBERTa models. It shows how model
performance improves during training epochs.

Loss Curve for Deep Learning Models:

Loss Curve (BERT vs RoBERTa)
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This graph shows the loss curve of BERT and RoBERTa. The decreasing loss value indicates that the model is
learning effectively and improving over time.

VI.MANUAL TESTING AND PREDICTION
Manual testing is performed to check how the model works on user input. In this, the user enters a news text and
the system processes it using the trained models.
The input text is first cleaned and converted into numerical form using the same preprocessing steps. Then, all
models make predictions on the input data. The final result is decided based on the model outputs.

Model predictions

MODEL PREDICTIONS
Regression Fake
Fake
HNalve Bayes Real
BERT real

ROBERTa rReal

FINAL RESUILT ——==
Prediction : Real MNews

VII.CONCLUSION
Many people consume news from social media instead of traditional news media. However, social media has also
been used to spread fake news, which has negative impacts on individual people and society. In this paper, an innovative
model for fake news detection using machine learning algorithms has been presented. The model takes news from users input
and based on classification algorithms it predicts if news is fake or true
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Future scope

In the future, the fake news detection system can be improved by using larger and more diverse datasets to increase

accuracy. More advanced deep learning models can also be added to enhance performance.

The system can be extended to detect fake news in multiple languages and from different sources like social media,

images, and videos. Real-time detection can also be implemented so that users can verify news instantly.

In addition, the model can be integrated into web applications or browser extensions to help users easily identify

fake news while browsing.
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