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LINTRODUCTION

Modern software systems, especially those used in 5G communication networks and large-scale infrastructures,
generate vast amounts of log data. These logs are essential for understanding system behaviour, diagnosing issues, and
optimizing performance. However, manually analysing such large and complex logs is time-consuming and prone to errors,
making automated log analysis tools a necessity.

Traditional log analysis tools struggle to handle the massive data volumes and intricate log structures found in
modern systems. This is especially true for testers who need to filter, visualize, and analyse logs efficiently. In response to
these challenges, this paper introduces a log parsing and visualization tool designed to help testers debug large-scale logs
more effectively.

The tool offers a flexible approach, allowing users to apply custom filters, visualize data through multiple plotting
methods, and export logs for further analysis. It also enables users to write and execute their own Python scripts directly
within the tool, making it ideal for testers who require custom log manipulation.

This paper outlines the tool’s design, key features, and performance, demonstrating its usefulness in simplifying and
accelerating log analysis tasks in complex environments like 5G communication systems.

ILLITERATURE SURVEY
1. Tools and Benchmarks for Automated Log Parsing:
This paper, presented at ICSE’19, discusses the performance modeling and failure diagnosis aspects of log parsing.
It highlights the use of logs as a valuable data source for performance modeling by extracting all possible event templates
from logs for model construction. The paper addresses the challenges of manual failure diagnosis due to the large volume
and verbosity of logs, proposing machine learning techniques to automate root cause analysis.

2. System Log Parsing: A Survey:

This survey from arbiv.org provides a comprehensive overview of system log parsing, introducing basic
terminologies and processes involved in log parsing. It explores the various phases of log parsing including preprocessing,
data classification, and template extraction, and discusses the challenges of adapting log parsing techniques to diverse log
formats and the need for preprocessing to manage the complexity of logs.

3. Automatic Parsing and Utilization of System Log Features in Log Analysis: A Survey:

Published by MDPI in 2023, this paper surveys the field of log parsing and feature extraction. It emphasizes the
importance of system logs in anomaly analysis, intrusion detection, and situational awareness. The survey critiques the
unstructured nature of system logs and the manual effort required to analyze these logs, suggesting the need for more
advanced parsing techniques.
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4. Log Parsing Evaluation in the Era of Modern Software Systems:

This paper critiques current evaluation metrics used in log parsing, arguing that they fail to accurately assess the
quality of log parsing outputs. It advocates for new metrics such as log template accuracy and edit-distance to better reflect
the real-world effectiveness of log parsers. The paper is a call to action to refine evaluation methods to better meet the needs
of practical applications in modern software systems.

IHLLEXISTING SYSTEM
In the domain of log analysis, traditional systems often rely on static methods to parse and analyze logs. These
systems, though functional, struggle with large-scale data generated by modern networks like 5G communication systems.
Current tools primarily allow for basic filtering and querying but often lack efficient visualization techniques and advanced
data manipulation. While some existing log analysis platforms provide visualizations, they tend to be rigid, with limited
support for customizable filtering or querying of complex hierarchical log structures. Moreover, these systems often do not
cater well to testers who need to write custom scripts to automate their debugging workflows.

IV.PROPOSED SYSTEM

The proposed system is an advanced log parsing, visualization, and analysis tool developed using Python, custom
data structures, and integrated plotting libraries. Designed specifically for handling large volumes of logs generated in
environments such as 5G communication networks, the tool supports rapid querying, filtering, and visualization of logs. It
leverages custom-built structures (like MYDS) that efficiently store and index log data, ensuring that users can perform
complex queries in minimal time after the initial parsing.

This system introduces several novel features. It allows users to filter logs based on parent-child relationships within
log data, provides multiple visualization options, and enables the user to export the logs for external analysis. Furthermore,
the tool includes an embedded script execution feature, allowing testers to write and run Python scripts directly within the
platform, enhancing their ability to customize the analysis. Additionally, users can save visualizations and retrieve previously
saved log views, offering flexibility and convenience for continuous log analysis.

V.ARCHITECTURE DIAGRAM
The process starts with log file acquisition, followed by an efficient parsing step using the MYDS class, which
builds a hierarchical structure of the log data. The system then processes these logs, identifying relationships between parent
and child logs, attributes, and relevant filters. The next stage allows the user to apply custom filters, after which the data is
either visualized using Matplotlib or saved for future reference. Through the interface, users can also write scripts to
manipulate the parsed data. Finally, the results can be exported, and visualizations can be saved or shared for collaboration.

Start

\d

Y\ Select AFile |

< Joad to memory
sa" A!' ~

et
L - ,
memory
¥ Creates a Hirerachial
| datastructure - Response
Parse the File request
using Myds request
NO—
Reading from custom
v data-structure
.—,
Plot, Filer, Script —.—- Filters yes— Generate query
- Plot J P, ‘
¥ L = Valid code S,
\ - Script
‘? v Graphs in | Add to )
\ the Graph Tab | Add o Table
| Yes
v ” AY Qisplay ermor
/Display Output in |

/Display Contents |
inthe table tab |

Published By: Fifth Dimension Research Publication

export outputtab |
{csv,excel} |

www.fdrpjournals.org/ijire

23|Page


http://www.fdrpjournals.org/ijire

Efficient Log Parsing and Visualization System for Large-Scale Logs: A Data-Centric Approach Using Custom Data
Structures

VI.SYSTEM OVERVIEW

A. Log File Acquisition and Parsing

The Log File Acquisition and Parsing module is responsible for handling large-scale logs (such as those generated
in 5G communication networks). The system leverages custom data structures, specifically MYDS (custom hierarchical data
structure), MydsJ (JSON-based data structure), and MyDsp (pandas-based data structure), to efficiently parse and organize
the log data. Using MYDS, the system captures and stores a comprehensive hierarchical structure, including parent-child
relationships, and indexes all key attributes from the logs for efficient querying. Initial parsing times are slightly higher due
to this in-depth data collection, but it ensures faster subsequent querying. For MyDsJ and MyDsp, simpler indexing is applied,
leading to faster parsing times but at the cost of losing some parent-child relationship data.

B. Data Structuring and Indexing
The Data Structuring and Indexing module focuses on organizing the parsed log data into efficient data structures
for further querying and filtering.
e MYDS: Provides extensive data indexing and maintains parent-child relationships, allowing detailed queries across the
log structure. This makes MYDS ideal for complex filtering and querying tasks, albeit with a higher memory footprint.
o MydsJ: Uses a JISON-based approach for data storage. While it offers faster parsing times due to its lightweight structure,
some detailed data (such as parent-child relationships) is lost in the process, making it better suited for simpler queries.
o MyDsp: Uses the Pandas library for data storage and manipulation, offering fast data filtering and manipulation at the
expense of higher memory usage. While pandas provide efficient data querying, it also sacrifices some of the detailed
indexing found in MYDS.

Performance Comparison for Parsing:

e MyDs: 481.469 MB log parsed in 51.962 seconds with 765.828 MB memory usage.

e MydsJ (JSON): 481.469 MB log parsed in 43.123 seconds with 1217.332 MB memory usage.
o MyDsp (pandas): 481.469 MB log parsed in 78.516 seconds with 1102.516 MB memory usage.
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C. Filtering and Querying

The Filtering and Querying module allows users to apply custom filters on the logs. The system supports filtering
based on individual attributes or parent attributes, enabling multi-level filtering with MYDS. Filters can target specific log
entries and their relationships with other logs, such as filtering by timestamp, message type, or parent attributes. MYDS
performs particularly well in this regard due to its comprehensive indexing. On the other hand, MydsJ (JSON) and MyDsp
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(pandas) are better suited for simpler queries, as they lack some of the detailed indexing and parent-child relations maintained
by MYDS.
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FigureC.1 Data view Interface Figure C.2 Interface for advanced filters

Figure C.1 shows the interface of the application after a log file has been successfully loaded, and a filter has been
applied. allowing users to view the filtered results and interact with the data.

Figure C.2 shows the interface used to apply complex filters and functions. This interface enables users to set
advanced parameters for querying the logs, including custom filters, parent-attribute filtering, and the ability to apply specific
functions for enhanced log analysis and visualization.

D. Visualization and Plotting

The Visualization and Plotting module provides various ways to visualize log data using Matplotlib and Seaborn.
The system allows users to create scatter plots, time series plots, heatmaps, and more. Logs can be filtered and visualized
based on individual attributes or parent attributes. This flexibility in visualization provides users with valuable insights into
the logs, helping testers understand patterns or anomalies across time and log types.
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FigureD.1 Heatmap Interface Figure D.2 Sample Scatter plot

Figure D.1 shows the heatmap interface of the application, where the user can visualize log data as a heatmap. The
heatmap provides a graphical representation of log activity over time, with colors indicating the density of log events.

Figure D.2 shows a sample scatter plot of the log data generated by the application. This scatter plot allows users
to visualize the relationship between different attributes in the log data, with each point representing a specific log event, and
the axes representing the selected parameters for analysis.

E. Scripting and Data Export

The Scripting and Data Export module empowers users to write custom Python scripts within the app for
manipulating log data, performing advanced queries, or generating additional insights. This feature enables the seamless
execution of custom Python scripts to modify log data and generate reports. Additionally, users can export logs or filtered
results for further analysis outside the app. The system also supports saving graphs and exporting them in various formats
for inclusion in reports or further analysis.
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FigureE.1 Table Interface Figure E.2 Script Interface

Figure E.1 shows the interface of the application after log data has been loaded into the table. The data from the log
file is parsed and displayed in a structured format. Users can manipulate this data further by applying filters or executing
custom queries. Additionally, the data can be exported for use in external applications if needed.

Figure E.2 shows the Script Interface, where users can write and execute custom Python scripts to manipulate the
data loaded in the table. This feature allows for dynamic data manipulation, custom filtering, and plotting directly from the
table, offering flexibility to testers who wish to implement their own data analysis logic.

VII.LFUTURE ENHANCEMENT
Future updates aim to:
1. Add support for additional graph types (e.g., pie charts, bar graphs).
2. Improve data storage by transitioning from dictionaries to more efficient data structures, potentially reducing memory
usage and improving performance.
3. Enhance support for more advanced querying and filtering capabilities.

VIII.CONCLUSION

In conclusion, the developed log parsing and visualization tool offers a powerful solution for testers working with
large-scale logs, including those from 5G systems. By using custom data structures like MYDS for detailed indexing, and
alternatives like MydsJ (JSON-based) and MyDsp (pandas-based), the system achieves a balance between performance and
data integrity. MYDS provides deep indexing and retains parent-child relationships for advanced filtering and querying,
while MydsJ and MyDsp offer faster, lighter alternatives for simpler tasks. Despite its longer initial parsing time, MYDS
excels in post-parsing speed, making it highly efficient for complex queries. The tool supports multiple visualizations, allows
custom scripting, and enables data export, giving users flexibility in log analysis. Its open-source nature invites future
enhancements, ensuring it remains a valuable resource for log debugging. Performance metrics, visualizations, and source
code will be provided to demonstrate its effectiveness.
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