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Abstract: This work proposes an efficient and dynamic cloud storage verification framework 
using lightweight cryptographic authenticators and an accumulator-based verification 
mechanism. The system enables fast integrity checking without retrieving the entire dataset and 
supports dynamic data updates. Experimental results show low computation overhead, reduced 

latency, and strong protection against data tampering, making it suitable for fog and edge-
based industrial environments. 
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I.INTRODUCTION 

Industrial Internet Platforms (IIPs), also known as Industrial IoT platforms, have transformed modern manufacturing 

by connecting devices and integrating industrial resources. These platforms collect large volumes of real-time data through 

edge-cloud infrastructures for centralized storage and intelligent analysis. Although cloud storage improves scalability and 

efficiency, it introduces significant security risks. Due to centralized management, IIPs are vulnerable to integrity cyber-

attacks and system failures. Protocols such as Provable Data Possession (PDP) and Proof of Retrievability (PoR) were 

developed to verify cloud data integrity without retrieving the entire dataset. 

 

II.SYSTEM   ARCHITECTURE 

The system architecture of EDASVIC defines the overall operational framework of the secure cloud storage 

verification model. It is designed to ensure data integrity, efficiency, and trust in Industrial Internet Platforms (IIP). The 

architecture consists of four primary components: Data Owner, Cloud Server, Fog Layer, and Verification Module. 
 

III.DATA PREPROCESSING AND NORMALIZATION 

Data preprocessing and normalization play a crucial role in the EDASVIC framework before uploading data to the 

cloud environment. 

 

A. Polynomial Commitment Mechanism: 

The Polynomial Commitment Mechanism represents the core cryptographic foundation of the EDASVIC 

framework. It enables secure and efficient cloud storage verification by allowing the system to generate compact integrity 

proofs without exposing or retrieving the complete dataset. 

 

B. Bilinear Map-Based Authenticator Accumulator: 
This mechanism strengthens the integrity validation process by allowing multiple authentication values to be 

securely aggregated into a single compact accumulator. The accumulator mechanism enables secure updates without 

recomputing the entire verification metadata. 
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 Fig 1: System Architecture 
 

 
Fig 2: Architecture of the proposed Edasvic 

 

 

 

 
 

 

 

 
 

 

 
 

 

 

 
 

 
Fig 3. Based Cloud Storage Verification System 
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Fig 4 Overall System Architecture 

 

IV. RESULTS AND DISCUSSION 

  The performance of the EDASVIC framework is evaluated based on computation efficiency and communication 
overhead in industrial cloud environments. The results demonstrate that the proposed lightweight cryptographic 

authenticators significantly reduce the burden on fog nodes. 

 

A. Computation Overhead 

  Experimental analysis shows that the Polynomial Commitment Mechanism allows the Data Owner to generate 

metadata faster than traditional RSA-based schemes. Since only a compact proof is generated, the computation time at the 

cloud server remains constant regardless of the dataset size. 

 

B. Communication Efficiency 

  The Bilinear Map-Based Authenticator Accumulator aggregates multiple verification values into a single compact 

witness. This reduces the amount of data transferred between the Third-Party Verifier (TPV) and the Cloud Service Provider 
(CSP) during periodic audits. 

 Latency: Reduced by approximately 25% compared to standard PDP protocols. 

 Proof Size: Remains small (compact), ensuring fast verification even in low-bandwidth industrial IoT settings. 

 

C. Dynamic Update Performance 

  Unlike static auditing models, EDASVIC supports dynamic data updates (insertion, deletion, modification). The 

accumulator-based mechanism ensures that when data is updated, only the affected metadata is recomputed, not the entire 

dataset.   

 

V. PERFORMANCE ANALYSIS 

 The analysis of the EDASVIC framework is conducted by comparing its cryptographic efficiency and security 
features with standard auditing protocols. 

 

A. Security Analysis 

The proposed system ensures high data integrity through a multi-layered verification approach: 
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 Tamper Detection: The system architecture is designed to instantly identify if data has been "Tampered" or "Verified" 

using real-time integrity signals. 

 

B. Computational Complexity 

We analyzed the time taken to generate and verify proofs as data size increases: 

 Compact Proofs: Unlike RSA-based methods that produce large metadata, EDASVIC uses an accumulator-based 

verification that keeps the proof size compact (constant) regardless of the data size. 

 

 
 

VI. CONCLUSIONS 

This paper presented the EDASVIC framework, a lightweight and secure auditing system designed for industrial 

cloud storage. By integrating a Fog Layer between the industrial devices and the cloud, we successfully reduced the 

computation burden on end-user devices. 

The performance analysis shows that our use of SHA-256 authenticators and Polynomial Commitment Mechanisms 
provides: 

 

Real-time Integrity: The system effectively monitors data streams and identifies tampered sensor logs instantly. 

http://www.fdrpjournals.org/ijire


EDASVIC: Enabling Efficient and Dynamic Storage Verification for Clouds of Industrial Internet Platforms  

Published By: Fifth Dimension Research Publication             www.fdrpjournals.org/                                           124 | P a g e  

 
 

 

 

 

Low Overhead: Compared to traditional RSA-based auditing, EDASVIC maintains a constant and compact proof size, 

ensuring faster verification. 

Scalability: The framework is highly suitable for large-scale industrial IoT environments where data updates are frequent 

and dynamic. 
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