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Abstract: Secure, reliable, and interpretable user authentication has become critical in the 
era of pervasive digitalization. Traditional methods such as passwords and token-based logins 
are increasingly vulnerable to theft and brute-force attacks, while physiological biometrics such 

as fingerprints or facial recognition raise privacy and spoofing concerns. 
This study introduces a moving way to check who someone is by how they write - using actions 
instead of static traits. Instead of fixed passwords, it tracks live movements like grip strength, 
path shape, speed; these details come from digital pens on tablets. What sets it apart is its mix 
of smart layers: one part sees shapes in strokes using CNN tech, another catches timing patterns 
through BiLSTM units working both ways in time. With info gathered from several writers and 
nearly all data used for training - just 2% held back - it managed correct ID calls more than 
nine out of ten times during repeated checks. A Streamlit app was built to show live predictions, 

highlighting how it could work in real use. The findings prove handwritten patterns are strong 
indicators for future ID verification tech. 
 

Key Words: Handwriting biometrics, pen-tablet, behavioral authentication, Random Forest, 
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I.INTRODUCTION 

The rapid growth of digital communication and e-governance platforms has created a pressing need for secure and 

user-friendly authentication systems. Conventional methods—passwords, PINs, and smart cards—are prone to attacks such as 

phishing, keylogging, and brute force. Physiological biometrics, while more secure, face challenges related to privacy, 

spoofing, and environmental sensitivity. 
Behavioral biometrics, which leverage human motion and interaction patterns, offer a more natural and robust 

alternative. Handwriting, a cognitive-motor activity governed by neuromuscular coordination, inherently reflects individuality 

in speed, pressure, rhythm, and stroke direction. Unlike static signatures that rely on shape similarity, dynamic Handwriting 

checks track how writing changes over time - so faking it becomes way tougher. 

This study introduces an affordable way to check handwritten inputs live by using behavior patterns alongside 

advanced brain-like networks. Instead of relying on fixed phrases, it uses timing between strokes along with shape details to 

spot differences more reliably. Thanks to blending these two methods, the approach works well no matter what’s written. 

Putting it into action through Streamlit makes testing easier, letting users interact directly while turning theory into working 

tools. 

 

II.LITERATURE SURVEY 
          Several research efforts looked into writing by hand as a useful personal ID method - using how people form letters to 

tell them apart. 

 Begum and team in 2021 tried old-school machine learning tools like SVM plus Random Forest using pen-tablet inputs 

- yet had trouble making features work broadly. Though they pushed methods hard, results didn't adapt well across cases 

because patterns failed to transfer beyond specific setups. 

 Nguyen’s team used CNNs to spot who wrote what - though they only looked at pictures of handwriting. Still, their 

method focused purely on visual styles rather than raw text data. 

 Dargan et al. (2020) built a system to recognize Devanagari script through deep learning features - yet didn't include 

time-sequence evaluation. 

 Impedovo and team (2018) found changing movement patterns might show first signs of brain issues, highlighting how 

pen pressure or speed could help spot problems earlier - so tracking hand motion may actually matter for diagnosis. 
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Even with these improvements, older setups still have major flaws: 

1. Still data reliance means problems when light or camera settings change. 

2. Text-based inputs limit adaptability along with how users interact. 

3. Limited mix of sensory inputs - timing and location clues don't often link well. 

 

We tackle these issues through: 

 Using moving data from handwritten strokes on a tablet - no fixed text needed. 

 Fusing temporal (LSTM) and spatial (CNN) data in a unified hybrid network. 

 Developing a deployable, interactive system for real-world usability. 

 

III.METHODOLOGY 

A. Data Collection 
  We gathered handwritten samples from 48 people, each doing 10 writing exercises multiple times. These activities 

covered random phrases, autographs, also basic figures to boost diversity. A Wacom smart pen-pad picked up the info, 

tracking six motion-based streams over time: horizontal-vertical position, force on tip, moment of action, angle left-right, 

plus tilt forward-backward. That arrangement kept details about movement layout along with timing intact. 

 

 
 

 
 
o X and Y coordinates 

o Pen pressure 

o Timestamp 

o Azimuth angle 

 Altitude angle 

 

B. Feature Engineering 
  In this project, we pulled out key details by using different tools that handle pictures and numbers - getting ready 

for training a smart model on handwritten strokes. We brought in main Python packages like pandas along with numpy to 

grab messy stroke inputs (like x, y positions, pressure, time) from .csv files, then cleaned them up while adjusting values. 

For dealing with images saved as .png, we turned to PIL paired with cv2 so we could load each file, change its size, and 

shift it into black-and-white number grids the CNN could understand. 

Additional preprocessing involved organizing per-person folders using the os library, random sampling through 

random, and visualization with matplotlib and seaborn to monitor model performance. These steps ensured consistent input 

dimensions, balanced data distributions, and efficient integration of both stroke and image modalities for feature learning 

in the subsequent neural network models. 
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C. Feature Selection 

Feature selection along with data prep relied on core scikit-learn tools. To split stroke plus image datasets, folks 

used train_test_split - kept categories balanced thanks to stratify. Categorical texts, like people’s names, got turned into 

numbers via LabelEncoder so models could use them. 
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For checking results, we used classification_report along with confusion_matrix to see how well the model worked 

for each category. Those methods helped confirm the data was organized properly, covered all needed cases, while being set 

up solid for smooth training and tests within deep learning steps. 

 

D. Model Training 

 The model trained with TensorFlow and Keras tools. Instead of stacking only one kind, it mixed LSTM parts for 

tracking stroke sequences along with CNN chunks that handled visual patterns. An API structure allowed inputs from both 

types to merge ahead of labeling tasks. 
 

 
 

Key layers included Bidirectional LSTM for capturing temporal dependencies, Conv2D and MaxPooling2D for 

spatial feature extraction, Dense for fully connected processing, and Dropout to reduce overfitting. Training employed 

optimized hyperparameters and validation monitoring to achieve balanced generalization across handwriting samples. 

 

IV. RESULTS AND DISCUSSION 

The system hit over 90% accuracy on average, tested across several people. Stability was backed by cross-

validation, since results didn't swing much between test rounds. Looking at the confusion matrix, nearly everyone got labeled 

right - only occasional mix-ups happened when handwriting looked almost identical. 
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Ablation studies revealed that composite features improved accuracy by nearly 7% compared to using only basic 

statistical features. The system also demonstrated resilience to variations in writing speed and pressure, confirming 

robustness in real-world conditions. 

 

V. APPLICATIONS 

 The new system works well in real situations. For banks, hospitals, or public offices, it helps confirm whosomeone really 

is - using how they write. When checking old handwritten notes, experts might use it to figure out if a person actually 

wrote them. Doctors could spot warning signals for brain-related issues like Parkinson's or memory loss by studying 

changes in writing motion. Schools and learning apps may also benefit - adjusting lessons based on how students form 

letters. 

 Secure authentication systems for banking, healthcare, and government services 

 Forensic handwriting analysis to verify authorship of documents 

 Cognitive and neurological assessment, where handwriting dynamics reveal early signs of disorders 

 Educational technology, supporting personalized learning and assessment 

 

VI. FUTURE WORK 

Down the line, efforts will shift toward broadening the data while boosting model stability via augmented inputs 

along with behavior-focused review. One major path involves GANs - these can craft lifelike fake handwriting, diversify 

training sets, also lift overall performance. 

We also plan to expand the dataset to include multi-lingual writing samples and incorporate behavioral cues such 

as writing rhythm and hesitation patterns to capture more subtle biometric traits. Additionally, deployment on mobile 

platforms remains a major goal, enabling real-time handwriting-based authentication on smartphones and tablets. 

 

 Expanding datasets to include multi-lingual writing samples 

  Using GANs to generate realistic synthetic handwriting images 

  Incorporating behavioral cues such as writing rhythm and hesitation 

 Deploying on mobile platforms for real-world usability 

 

VII.CONCLUSION 
This study showed a moving way to check identity using handwriting on digital tablets. Instead of static images, it 

uses how people actually write - pressure, speed, shape. A mix of deep learning networks caught both form and timing in 

strokes. Accuracy stayed above 98% during practice runs with known samples. During testing with unseen data, it scored 

around 90%. Performance held steady even when writing styles shifted slightly. It handled messy inputs without falling apart. 

Results made sense, easy to trace why decisions were made. 
The introduction of a Streamlit-based real-time interface further enhances accessibility, enabling practical 
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application in authentication, forensics, and cognitive diagnostics. With its combination of accuracy, speed, and usability, 

this work establishes handwriting as a privacy-preserving, neurologically grounded, and scalable biometric modality. 

Future extensions involving multilingual adaptation, GAN-based augmentation, and edge inference can evolve this model 

into a global, portable, and trustworthy biometric authentication framework, bridging artificial intelligence and human 

behavioral science. 
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