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I.INTRODUCTION

Generative artificial intelligence has quickly improved the ability of machines to create visual content. Generative
networks and diffusion models can produce images that are harder and harder for humans and ordinary forensic methods
to separate from real photographs. This progress has opened possibilities in creative fields while also bringing risks such as
misinformation, identity manipulation, fraud and questions about the authenticity of digital content.

Previous research showed that synthetic images can carry statistical and architectural fingerprints. Marra and
colleagues found GAN-specific fingerprints while Nataraj and colleagues used co-occurrence statistics and deep learning to
spot GAN-generated images. Wang and colleagues later proved that a CNN-based detector trained on one generator could
also work on other unseen CNN generators.

However, the fast rise of diffusion-based image generation has shifted the detection challenge. DIRE introduced
diffusion reconstruction error as a way to tell diffusion-generated images apart from ones. AEROBLADE then showed a
training-free reconstruction approach for latent-diffusion images. Genlmage supplied a benchmark with more than one
million pairs of real and generated images and it also tested detectors across different generators and, on degraded images.
Recent studies demonstrate that Al-generated image detection remains a problem. AIDE brought forward the Chameleon
dataset. Found that current detectors often fail on difficult Al-generated images. These results suggest that a practical
detector must not rely on generator-specific clues. This paper introduces a spatial-frequency feature fusion framework. The
spatial branch focuses on capturing details and structural patterns in the image. At the time the frequency branch extracts
complementary spectral features. Combining these two branches aims to create a reliable and robust representation, for binary
classification tasks.

Il. RELATED WORK

Generated image detection approaches can be divided into four main types: artifact-based CNN methods,
fingerprint-based methods, reconstruction-based methods and foundation-model-based methods.

Early fingerprint approaches showed that GANs leave generation-specific traces. [1] [2] CNN-based approaches
then learned artifacts straight from generated images. [6] Local feature fusion helped detect subtle artifacts in key image
areas. [8]

When pretrained vision-language representations appeared Al-generated image detection became more general.
UnivFD proved that CLIP feature spaces offer cross-generator Al-generated image detection performance. [9]
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Diffusion-based approaches added reconstruction representations. DIRE uses the gap between an input image and
its reconstruction from a pretrained diffusion model. [11] DRCT builds samples with reconstruction and uses contrastive
learning to boost Al-generated image detection generalization. [13] Fake Inversion uses Stable Diffusion inversion features
to Al-generated image detection of unseen text-, to-image generators. [14] More recent methods combine semantic and low-
level representations. AIDE uses CLIP embeddings together with frequency-based patch features. [15] C2P-CLIP further
investigates the detection capability of CLIP features using category-common prompts. [16]

I1l. RESEARCH GAP
Even though we have made a lot of progress there are still problems. First many detectors do not work well when
the generator used for testing was not, in the training data. Second diffusion and text-to-image models keep changing the
look of generated images. Third when we compress, resize or otherwise transform images we can lose forensic clues. Fourth
many systems only give a score. Do not explain what they are looking at.
These problems make us want a detector that brings together both frequency-domain clues and that checks how well
the detector works on new data.

IV.PROBLEM STATEMENT
The goal is to create a deep learning system that can tell real pictures apart from fake ones made by artificial
intelligence. The system needs to work even when the pictures come from new types of Al that were not used before. It also
needs to handle pictures that have been changed in ways, like being resized or altered slightly.

V. OBJECTIVES
The main goals are:
. Create a tool that can tell if an image is real or fake.
. Get information about the images shape and structure using a neural network.
. Get information about the image’s patterns using Fourier analysis.
. Combine types of information to make a better result.
. Make the system stronger, by changing the data in ways.
. Check how well the system works when dealing with types of images.
. See how the new method works compared to methods.
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VI.PROPOSED METHODOLOGY
The proposed system contains five stages: preprocessing, spatial feature extraction, frequency feature extraction,
feature fusion and classification.
A. Preprocessing
All images are resized to a resolution and normalized. We apply data augmentation during training to improve the
robustness of the images.

B. Spatial Feature Extraction
I use an EfficientNet-BO or a similar convolutional backbone to extract features from RGB images. The
EfficientNet-BO helps me pull out features, from RGB images making the process smoother.

C. Frequency Feature Extraction
First a two-dimensional Fourier transform is performed to produce the frequency representation. Then the
logarithmic magnitude spectrum is. Delivered to a second feature-extraction network

D. Feature Fusion
I see that spatial and frequency feature vectors are put together. Then the combined spatial and frequency feature
vectors move into connected layers.

E. Classification

A sigmoid classifier gives the chance that the image you provided was made by a computer. It shows how likely it
is that the image is not real. The number it gives is between zero and one. Zero means it's not Al-generated. One means it is
definitely Al-generated. The number in, between shows how sure the classifier is. This helps people know if an image is real
or not. This is important these days because many images are made by machines. People need to know the truth. The sigmoid
classifier helps with that. It is a tool that makes it easier to tell the difference.

VII.SYSTEM ARCHITECTURE
Input Image goes through preprocessing then to a Spatial CNN to get Spatial Features.
Input Image also goes through FFT then to a Frequency CNN to get Frequency Features.
The Spatial Features and Frequency Features are combined in a Feature Fusion step.
Then it goes to a Fully Connected Layer, followed by Sigmoid activation.
Finally, the output is classified as Al-Generated.
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VIII.DATA SET AND EXPERIMENTAL SETUP
Genlmage is chosen as the benchmark because it has a lot of real images and images made by different models.
Cross-generator evaluation is used to check how well things work in general.
The data is split into training, validation and test groups while making sure that the separation between models is taken into
account as much, as possible.

The proposed experiments consist of:
RGB-only CNN.

Frequency-only CNN.
Spatial-frequency fusion model.
Cross-generator testing.
Degraded-image testing.
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IX. IMPLEMENTATION
The implementation uses Python and PyTorch. OpenCV and PIL are used for image processing. NumPYy is used for
Fourier transformations. Scikit-learn is used for evaluation metrics.
The model is trained using binary crossentropy loss. An optimizer, like Adam is used. Early stopping is applied to
prevent overfitting. Model checkpointing is also used to save the version of the model during training.

X. PERFORMANCE EVALUATION
The system is evaluated using accuracy, precision, recall, F1-score, and AUROC.
Accuracy is calculated as:
Accuracy = (TP + TN)/(TP + TN + FP + FN).
Precision is:
Precision = TP/(TP + FP).
Recall is:
Recall = TP/(TP + FN).
The F1-score is:
F1 =2 x Precision x Recall/(Precision + Recall).

XI1. RESULTS AND DISCUSSION

The final experimental results need to be gathered by running the suggested implementation. The results need to be
shared for when the data is in distribution when it is cross-generator and when it is degraded images.

The main comparison should involve the RGB- baseline, the frequency-only baseline and the suggested spatial-
frequency fusion model.

Published research shows that generalization is a challenge. Genlmage specifically checks cross-generator and
degraded-image situations while AIDE shows that hard Al-generated images can still be tough, for detectors. [10] [15]

The suggested feature-fusion design is therefore expected to be tested on generalization instead of just on regular
test accuracy.

XII. LIMITATIONS
The system could be influenced by hidden generation methods, adversarial changes, strong compression or shifts,
in the image data. A binary detector does not always correctly spot the generator.

XI11. CONCLUSION

I have noticed that the system may be affected by generation techniques, adversarial perturbations, heavy
compression and changes in the image distribution. The system may be affected by generation techniques, adversarial
perturbations, heavy compression and changes, in the image distribution. The binary detector also does not necessarily
identify the source generator. The binary detector does not necessarily identify the source generator.

The research focuses on cross-generator and degraded-image evaluation. This is because doing well on one test does
not mean it will work everywhere. The research will soon try transformer models keep learning over time identify which
generator made an image make Al decisions clear protect against attacks and build systems that check content from angles.
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