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I.INTRODUCTION

Even in an era of digital wallets and online payments, physical banknotes are still central to day-to-day economic
activity in many countries. As a result, the inducement for producing convincing counterfeit notes remains high. And,
counterfeit currency increases the money supply artificially, causing inflation and destabilizes a nation’s economy by creating
an imbalance between the actual value of goods and the money supply. The counterfeit money is often linked to organize
crime, terrorism and illicit activities posing threat to national security. Losses due to forged currency affect central banks,
commercial banks, merchants and citizens, and they can undermine trust in monetary systems [1]. So, to address the menace,
different technological methods were used that are based on characteristics of currency note like type of paper, printing
patterns, ink colors etc. Traditional fake note detection methods rely on trained personnel and specialized machines that use
optical, magnetic and mechanical sensing approaches. These systems can be effective but are typically expensive, proprietary
and difficult to adapt quickly to new note designs or forgery techniques [2]. At the same time, affordable high-resolution
printers, scanners and cameras have enabled increasingly realistic forgeries.

Thanks to Artificial Intelligence (Al) and it’s allied technologies, as they were very promising in solving complex
structures which may require huge computational skills otherwise. Machine Learning (ML) and Deep Learning (DL) of Al,
offer a data-driven alternative rather than hand-coding rules around complex feature representations, so models are trained
from data to distinguish genuine from fake notes. Before inception of Al learning models, early works mainly relied on
statistical descriptors and shallow models. From 2015 onwards, hand-crafted feature pipelines gradually gave way to CNN-
based detectors, and, later, to transformer and attention-based architectures [3].

In this paper, an attempt was made to assess contribution of ML and DL methods towards currency denomination
identification and counterfeit currency detection. The rest of the paper, from the following sections, discuss a wide range of
issues like currency security features, currency datasets used and their sources, evaluation metrics applied, ML & DL based
research works of authors in identification of fake currency and methodological & deployment challenges etc.

1. BANKNOTE SECURITY FEATURES AND DATASETS
A. Security Features:

Modern banknotes of countries incorporate a rich set of security features: watermarks, security threads, latent
images, micro-text, tactile intaglio printing, optically variable inks, see-through registers and UV-reactive elements [2]. For
instance, different security features of Indian currency note of Rs. 500 is given in the following figure(Fig.1). Traditional
image-processing methods commonly relied on colour and texture descriptors, edge-based features and Region-of-interest
(ROI) analysis [21]. The security features can be probed using different modalities within ML or DL pipelines. The visible
light images of notes captured via cameras and scanners were assessed for genuineness through CNN in [23],[28]. While
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ultraviolet images, that reveal fluorescent patterns, were recognized using deep learning frameworks in [26]. And some works
examined optical coherence in multispectral or hyperspectral images to capture material differences[12].

nEERV%BANKQE’I_NDIA 2B

Figure 1. Distinct Security features of Indian 3.500

B. Datasets:

Most of the researchers used custom built datasets of both genuine and fake currency notes for their work as there
is no public benchmark for currency detection. Authors preferred currency notes of several denominations of a
nation[20],[5],[22],[24],[26],[29],[13] or currencies of multiple nations for their work[23],[35][14][16]. The images of these
datasets were generated using high-resolution printers, scanners and cameras with varying lighting conditions and noise
addition through augmentation approaches. The following table (Tablel) summarizes information of types datasets being
used by various authors in their work using Al models.

Most of the works reported overall accuracy as primary metric, while some preferred performance(Inference time)
so as the corresponding models were deployable on edge devices. While machine learning methods are interpretable and
relatively lightweight, they require manual feature design and per-currency tuning. They often degrade under uncontrolled
conditions like camera-phone blur, shadows, partial occlusions and they must be re-engineered when note designs
change[4][5]1[6][71[81[11][12][14]. The Deep Learning systems, on the other hand, addressed above challenges with
sufficient sample size and attained an accuracy margin of 95-99% on their own test sets [20], [22], [23], [26], [29], [30],
[34]. Other metrics like Precision, recall and F1-score were also used, especially when fake notes are a minority class [23],
[27]. It was found that, confusion matrices were used for denomination specific analysis, and Area Under Receiver Operating
Characteristic (ROC-AUC) is used for binary genuine/fake evaluations [6], [27]. Pham et al. explicitly test cross-dataset
transfer, revealing a notable accuracy drop when training and testing on different sets [23].

S.No. Dataset / Authors Currency / Scope Type Typical Main
Setting Methods Metrics
1. UCI Banknote [6],[17] Synthetic “specimen” Feature- SVM, Accuracy,
Authentication banknotes level Ensembled | ROC-AUC
Methods
2. Colombian [20], [27] Colombian banknotes RGB Custom & | Accuracy,
Peso (multi-den.) images Tranfer F1 Score,
Learning Confusion
based Matrix
CNN’s
3. Indian Rupee [4].[5].[48], [26], Indian notes (genuine + RGB/ CNN, Accuracy,
[30], [33], fake) RGB+UV YOLO, Precision,
[34],[101,[31] AlexNet Recall
[33][371,[40],[43],[15], Logistic
[45],[17],[47],[18] Regression,
KNN,
Hybrid
methods
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4. Jordanian [22], [50] Jordanian (multi-den.) RGB CNN, Accuracy,
Dinar images CNN- Confusion
LSTM- Matrix
SVM
5. Multi-national [23], USD, EUR, KRW, JOD, RGB CNN, Accuracy,
[35],[52],[42],[14], Japanese Yen, Korean images Custom Cross-
[16] Won Models, dataset
etc. SVM accuracy
6. Bangladeshi [28],[29], [41] Bangladeshi banknotes RGB CNN and Accuracy,
Taka images Mobile Latency,
application F1 Score
7. Ethiopian Birr [44],[13] Ethiopian banknotes RGB CNN Accuracy
images
8. Thai Baht [24] Thai banknotes RGB MobileNet | Performance
images CNN
9. Iranian Dinar [8] Iranian Banknote RGB CNN, Accuracy,
images SVM Performance
10. New Zealand [21] New Zealand Bank RGB CNN Precision
Dollar banknote images

Table I — Commonly Used Currency Notes, Scope, Metrics used in Currency Authentication

The sample dataset used by authors were either self generated or collected from various online sources like kaggle,
mendely etc. The following table (Table2) highlights some of the prominent data sources of currency note images wherein
some authors made open access for their data source.

Dataset name Source Country / Type (task) Size / notes
scope
Indian Currency Mendeley India Classification 11,657 images (4,657 originals,
Dataset (notes) augmented; denominations 10—
2000 INR)[54]
Indian & Thai Kaggle India, Classification 3,000 images total; 2,000 Indian,
Banknotes Thailand (notes) 1,000 Thai notes[55]
In the Wild Kaggle India, Classification / Images of currency from four
Currency USA, recognition countries captured in
Images UAE, unconstrained settings [55][56]
Thailand
Bangladeshi Mendeley Bangladesh Classification 100,000 images; 10,000 per
Currency (Coins (coins & notes) denomination, 256x256 JPEG[57]
& Notes)
Recognition
Bangladeshi Kaggle Bangladesh Classification High quality images of
Currency (coins & notes) Bangladeshi coins and banknotes;
OldNew (Coins multiple denominations [58]
& Notes)
BanglaTaka Article /data | Bangladesh Classification 5,073 high-resolution images, 9
link (notes) denominations from varied
real-world sources[59]
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Augmented Kaggle Bangladesh Classification Augmented Bangladeshi banknote
Bangla Money (notes) images including 200-taka
Dataset with 200 class[60]
Taka
NAIRA Kaggle Nigeria Classification Images of 7 denominations (35—
(Nigerian (notes) N500) for classification tasks [61]
Currency
Dataset)
USD Bill Kaggle USA Classification Images of US banknotes organized
Classification (notes) into 6 denomination folders [62]
Dataset
Bangladeshi Kaggle (via Bangladesh Classification Banknote images used for Bangla
Banknote CNN (notes) currency detection with CNNs
Dataset notebook) [63]
Bangladeshi Kaggle Bangladesh Classification / Same concept as Mendeley set,
Currency (Coins mirror detection often mirrored on Kaggle for
& Notes) — mentioned in easier access [57][58]
article ref Mendeley
desc.

Table 2 — Popular sample dataset sources for various currencies

I1l. LITERATURE

In the past two decades, an extensive research was carried out in detecting counterfeit currency notes using different
progressive technological approaches beginning with standard image processing algorithms(Scale Invariant Feature
Transform(SIFT), Speeded-Up Robust Features(SURF)) to machine learning algorithms (Support Vector Machine(SVM),
Random Forest) to deep learning algorithms (Convolutional Neural Networks (CNN), Recurrent Neural Networks(RNN)).
A systematic review on contribution of Machine and Deep Learning methodologies in the identification of counterfeit
currency notes being addressed in the following.

The Machine Learning based fake currency systems typically follow a three-step process: pre-processing, feature
extraction and classification. As part of pre-processing, a series of operations were applied to raw images to enhance quality
and quantity, normalized for uniform scaling, resizing for uniform dimension. Feature extraction uses wavelet coefficients,
GLCM texture descriptors, LBP histograms, edge density, colour histograms or ROI statistics [3]. Classification is performed
using SVM, K-NN, decision trees, Random Forests, logistic regression, gradient boosting or ensembles [6], [9].

A. Machine Learning Based Approaches:

The Machine Learning (ML) uses algorithms that learn patter from data which most of the cases is in the form of
textual pattern or feature vector based images. The popular ML models include Logistic Regression, Support Vector
Machine(SVM), Random Forest, Decision Trees etc. While using these models, different authors tried to detect counterfeit
currency notes as discussed in the following paragraphs.

A teachable machine learning model was proposed to identify fake Indian currency notes that can be deployed to
android devices to help visually impaired people and the model claimed to have an overall accuracy of 95% [4]. In [5] , an
integrated model comprising image processing(Computer Vision) and Machine Learning (CNN) for fake Indian currency
notes was proposed and accomplished a overall accuracy of 96.6%. The image processing methods were used for feature
& Region of Interest (ROI) extraction and CNN was used for classification. The Logistic Regression model of machine
learning for finding counterfeit currency of Euro banknotes from UCI Banknote dataset was between genuine used in [6] .
They used four important characteristics of images like wavelet form of variance, asymmetry, kurtosis and image entropy.
The model witnessed an impressive accuracy of 98.36% but class imbalance and fake notes as challenge to be addressed.
In their paper, [7] proposed an integrated image processing and machine learning approach, where in Gray-Level Co-
occurrence Matrix (GLCM) and Histogram of Oriented Gradients(HOG) for feature extraction and Random forest for
classification of currency notes with decent accuracy.

An extensive study was conducted in [8] in the pursuit of identifying fake Iragi dinar bank notes using a huge
range of machine and deep learning models. Standard CNN model claimed an accuracy of 99.6% over other popular
networks like VGG16, MobileNetV2 and Inception V3, while SVM claimed highest accuracy rate of 98% over other methods
like random forest, DT, XG-Boost and Cat-Boost. An ensembled method(AdaBoost and voting) for the detection of Swiss
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franc counterfeit currency notes was designed in [9] and alsocompared it with traditional machine learning algorithms. The
proposed model attained an accuracy of 100% for superior to standalone ML maodels. In their research, [10] used Support
Vector Machine and custom CNN to detect fake Indian currency notes and claimed accuracy of 80% . In their paper, [11]
proposed a semi-definite programming (SDP) learning to combine Optical weights and kernel matrix of luminance
histograms of bank note partitions. They assessed distinct SVM models with variations like single-kernal SVM, SVM with
SDP and multiple SVM’s to detect Taiwanese banknotes and observed proposed model outperformed over remaining models.
An integration of spectral-domain Optical coherence tomography (OCT) and machine-learning algorithms(Logistic
Regression (LR), support vector machines (SVM), K-nearest neighbor (KNN) and random forest (RF)) was proposed for
classification & counterfeit note detection of Chinese 100-Yuan banknotes by L.Wang in his paper and observed that, SVM
model achieved an accuracy rate of 98.85% in fake detection and 98.22% in note classification[12].

A integrated model using Machine learning and Image processing algorithms was developed to recognize genuine
& fake Ethiopian currencies and other countries’ currencies in their research[13]. The predicted accuracy of Ethiopian
genuine, counterfeit and other countries currencies were found to be 90.42%, 83.3% and 100% respectively. The verification
accuracy of the system is 96.13%. An integrated machine learning architecture by combining SVM for pre-classification
based on the optimal feature vector extracted and K-means algorithm for classification of US currency notes with an average
error rate of 0.114% in [14]. An attempt to explore logistic regression model to detect counterfeit Indian currency notes was
done by [15] in their research and attained an accuracy of 99.3% over performance other ML algorithms. A joint regression
and classification machine learning system was designed in recognition of serial numbers of Japanese Yen, Korean Won,
and Euro banknotes that integrates Knowledge distillation & Bayesian optimization with CNN architecture in improving
performance. The proposed model shown an impressive accuracy rate of 99.54% [16]. The machine learning algorithm, K-
nearest neighbours, on UCI Repository was used to identify counterfeit notes of india in their paper and claimed best results
from classifier with 99.8% accuracy and F-score of 0.992 (B = 2) in [17].

An assessment of different machine learning algorithms namely Logistic Regression, Support Vector Machine,
Random Forest and K-Nearest Neighbor were made to detect counterfeit Indian currency notes of denominations % 100,
200 and X 500 with region of interest base cropping of image samples in their research [18]. The sample data size was 30
currency notes and SVM algorithm out performed over other models with an accuracy rate of 80%. In their research, [19]
proposed K-NN model, for its decent performance when sample data size is marginal, for finding fake Indian currency notes.
The dataset include currency notes that were created using computational and mathematical strategies. Though the model
achieved 99.9% accuracy, author was of the opinion that sample data should have been larger.

The feature based ML approaches are straightforward and require smaller datasets but are sensitive to acquisition
conditions, require manual feature design and do not scale easily across currencies or new note series [3], [6], [36]. The
availability of large datasets and powerful GPUs lead to design of modern CNN architectures from 2012(AlexNet in
2012,VGGNet in 2014, GoogleNet in 2014,ResNet in 2015). Here onwards, CNNs became the de facto standard for image-
based fake currency detection and banknote recognition.

B. Deep Learning Based Approaches:

As a subset of ML, Deep Learning (DL) can ingest raw images directly to learn features automatically using multi
layer neural network. Traditional DL models that were used for the purpose include CNN architectures(AlexNet, VGGNet,
ResNet etc.), Recurrent Neural Networks(RNN).

In their paper,[20] compared transfer learning based CNN(sequential, residual and Inception) with a custom
model(modified version of AlexNet) on Colomban banknotes. According to the results established, ResNet18 achieved the
best accuracy with an impressive 100% and proposed custom network with better inference time with performance up to
6.48-times faster in CPU and 16.29-times faster in GPU than the inference time with the models by transfer learning. The
promising CNN YOLOV5 with squeeze-excitation was used in [21] to recognize visual water marks of transparent window
of New Zealand dollar bank notes(NZD 10,50 and 100). The experiment achieved high precision of 99.99% for water
mark recognition. In their paper, [22] experimented with Jordanian and Indian currency notes by using a custom designed
CNN model with attention mechanism to focus on significant features in decision making. They claimed 96% accuracy,
96.6% precision, 96.4% recall, and 94.5% fl1-score on Jordanian notes and with Indian notes 88%-99.6% accuracy. An
extensive research was conducted in [23]., over US dollar, Euro, Korean won, and Jordanian dinar banknotes using standard
& transfer learning based CNN models (AlexNet, VGGNet, ResNet-18 and GoogleNet) over region of interest(ROI) based
currency notes. And claimed varying performances by these models over different currencies, for instance GoogleNet with
transfer learning on ROI2 of currency has achieved 100% accuracy, where as ResNet-18 with transfer learning on composite
notes with 96.007%. Most importantly, the data samples were generated using visible light conditions. [24] used MobileNet-
based CNN architecture for fake note detection & claimed 100% accuracy, precision, recall and F1-Score. But it was found
that, the total data sample size is too low, ie 1000 to be precise.

In their paper, [25] proposed a combination of CNN for classification and Tesseract OCR for text analysis on
Indian bank notes detecting misspelled phrases and used over 800 data samples from children bank of India and claimed
accuracy 94.8%, precision 96.8%, recall 98.1% and F1 Score 97.4% . In their paper, [26] designed a two phase CNN
architecture where in first phase uses hypertuned YOLO on currency notes generated under normal light and in second phase
UV specific glow patterns like security thread, Indian flag. The accuracy reported was 91.02% over combined dataset having
Indian and Thai currencies and 93.99% over custom UV based dataset. By the application of pruning method over CNN
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architectures (a custom, AlexNet, VGG11, VGG16) , C.G.Pachon et. al proposed counterfeit Colombian currency detection
model and claimed that, any sequential model can be pruned and reshaped while largely retaining the accuracy of the
unpruned model, or even improving it for low pruning percentages[27]. Bangladeshi currency was assessed for genuineness
in their research work that used combination of image processing methods with custom CNN architecture over 300 data
samples and claimed an accuracy of 95.86% with an inference time 6.1895 seconds[28].

A custom CNN model for detecting fake Bangladeshi notes was designed and deployed on mobile hardware in [29].
They used huge sample dataset mounting 50000+ images of different Bangladeshi currency notes and claimed an accuracy
of 98.5% and low cross-entropy loss In [30], K. Rana et.al., proposed a hybrid CNN architecture combining ResNet-50 for
feature extraction with edge detection layers. The model was trained on 4,000 images using transfer learning targeting
security features like watermarks, holograms, and microtext for real-time classification and achieved 98.3% accuracy, 97.5%
precision, 98.1% recall, and 97.8% F1-score. A custom CNN architecture was proposed in [31] to identify counterfeit Indian
denominations (3500, ¥2000) and reported achieving 94-97% accuracy. And also recommended for possibilities of
integration of the model with vision transformers. In their paper, [32] designed a custom CNN model(modified GoogleNet)
that smartly shares convolutional features between ROI detection and classification of Euro and US dollar notes and
claimed achieving 100% accuracy.

In [33], Transfer learning approach was adapted over AlexNet architecture to recognize fake Indian currency notes
of different denominations and posted classification accuracy of ~98-99%. A custom CNN model(Modified ResNet50 with
edge detection layers) that is expected to work on Indian currency notes generated through GAN and finally designed an
edge computing model for hand held devices by [34]. The model achieved efficacy in terms of metrics such as precision
97.5%, recall 98.1% and F1 score 97.8% . The most popular CNN architectures AlexNet, ResNet-18, GoogleNet and
VGGNet were used in [35] to assess their performance in detecting genuine and fake currency notes of Euro, US dollar and
Korean Won with and without transfer learning. The data set also categorized based on Region of Interest of notes and
composite notes. ResNet-18 with composite image show cased promising accuracy rate of 96.007%over all other
combination categories.

A modified faster region-based convolution neural network (Faster R-CNN) with Inception V3 is proposed for
fake note detection by Oladapo et.al in their research. The validated model was tested with 500 images of counterfeit
currencies and observed it efficiently identifies 97% of counterfeit currency images [36]. A hybrid YOLOvV5 and custom
CNN model was used in [37] for identifying counterfeit Indian currency notes where in YOLOV5 for feature extraction and
CNN for classification. It was found only 78 sample images of denominations were used in experiment and claimed accuracy
of "97-99%. A CNN architecture with channel and spatial attention mechanism to extract classification relevant data and
significant feature maps in convolution layers was proposed in [38] for detecting Jordanian currency banknotes. It was also
compared with six pre-trained models that include ConvNeXtBase, InceptionResNetV2, VGG16, VGG, DenseNet121, and
ResNet50. The model achieved an accuracy rate of 96% with limitations like computational overhead due to addition of
attention mechanism.

In [39], an integration of MobileNet and ResNet CNN architecture for fake Indian currency detection of different
denominations was developed and the model claimed to have an accuracy of 96.03%. A CNN architecture for detection fake
Indian currency notes of denominations 10, 20, 50, 100, 500 and 2000 was recommended in their research[40]. The author
used fake currency images (377) generated through mobile camera. The model’s training accuracy was found to be 97.72%
and testing accuracy at 92.31% . The FLANN-based(Fast Library for Approximate Nearest Neighbors) Matcher algorithm
combined with the sift algorithm (SIFT) was used in [41] to assess whether the Bangladeshi note was genuine or fake. The
proposed method used 1000+ images of Bangladeshi currency notes. For classification of notes, a CNN architecture was
used & attained an accuracy of 90%. The FLANN with SIFT was used for prediction and got an accuracy rate of 86% . A
three stage detection technology for new banknotes and coins by applying faster region-based CNN, geometric constraints,
and the residual network (ResNet) in their work [42]. The Jordanian dinar (JOD) , from open source and Korean won
banknotes and coins obtained using our smart phones were used for the experiment. The proposed method exhibited a better
detection performance with accuracies like for Coin 91.43%, for bill 96.28% and for combined coin+bill 94.78% over
handcrafted feature based methods.

An integration of transfer learning with self made CNN architecture was used in [43] for identifying counterfeit
Indian currency notes. The model achieved different accuracy rates for different denominations %50, 3200, X500 and % 2000
as 81%, 82%, 82% and 87% respectively. The model has limitations like low sample size, no noise factor being externally
added. An explainable deep learning based model that uses Transfer Learning with Shapley Additive Explanations(SHAP)
and TensorFlow EXPLAIN for detecting fake Ethiopian banknotes in their research[44]. The results show that, 99.87% of
accuracy observed in Densel121 and 99.5% with Inception V3 and a cost effective mobile deployable model was also built
mobile deployment. The Generative Adversarial Network model(GAN) was compared with CNN models in the classification
Indian currency notes in [45] in their work and proved GAN out performs CNN when discriminator of GAN is trained with
sufficient samples of original and Generator model made currency notes. And attained a precision score of 88.15% compared
to CNN’s 85.85% . To design a low cost counterfeit bill detectors, in [46] they proposed a CNN model and assessed its
performance with machine learning algorithms. The samples data set of fake notes were generated through high resolution
cameras. An accuracy of 100% is achieved with increasing epoch for both genuine and fake notes, which is way higher than
Weiner Filter(89.5%), Discrete Wavelet Transform(87.4%) and Non local means(94.24%).

A refined VGGNet architecture was used in the work of [47] for identifying Indian fake currency notes with an
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estimated accuracy of 80% over a very small data set of 200 images. The model was designed to experiment with varying
hyper parameter values to assess best combination of parameters.

C. Advanced Deep Learning Based Approaches:

Considered to be subset of DL, it usually refers to modern, often larger architectures and training regimes that push
beyond traditional CNN and RNN models. The Deformable CNNs(DCNv3), Vision Transformers(ViT), Hybrid CNN-
Transformer models are considered to be part of this category.

Self-attention mechanism of hybrid Transformer model, that can effectively capture long-range dependencies and
extract hierarchical features from currency images was used in [48], in their pursuit of recognizing fake Indian currency
note. They also assessed model’s performance with other currencies like Ethiopian, Peruvian, Thai and Ghana currencies.
And claimed an accuracy of 99.56% over Indian currency and 99.5% with Ghana currency.

The Vision Transformer(ViT) model was leveraged with different optimizers (Adadelta, Gradient Descent, Adamax
etc.) to detect Indian counterfeit notes in [49], and reported 97.76% accuracy with Adam Optimizer and the performance of
the model was also compared with popular CNN networks(VGG16, VGG 18, Inception, Xception, ResNet and MaobileNet).

Combinations of hybrid approaches like a custom CNN+LSTM+SVM, CNN+LSTM, CNN+GAN and
CNN+Transformers were proposed in [50] for detecting fake Jordanian dinar (JD 1, JD 5, JD 10, JD 20, JD 50). The hybrid
model attains 98.6% accuracy, 98.8% precision, 98.3% recall, and 98.5% F1-score, surpassing standalone CNN (95%), CNN-
LSTM (96.2%), CNN-GAN (94.8%), and CNN-Transformer (97.1%) on the test set. Training/validation loss converges to
0.2-0.25 with ROC-AUC of 0.92, showing robust generalization.

A combination of technologies like GAN for generating synthetic counterfeit images, CNN to extracts spatial
features from currency images, RNN for processing sequential elements and African Buffalo Optimizer(ABO) for
optimizing hyper parameters were used in [51] in their research for finding fake Indian currency notes. And the model
achieved an accuracy of 99.2% which is much better over machine learning approaches. With the advent of Vision
Transformers, that can help process static image data, [52] proposed Deep-ViT model, that operates in three stages namely
linear encoding, multihead attention and multilayer perceptron. Deep_ViT is expected to extract hierarchical features with
limited availability of input data source. The data set include 9000+ images of Indian currencies of different denominations
and other country currencies. Proposed model achieved an accuracy of 99.56% for Indian notes, 94.72% of Ethiopian notes,
56.62% of Peruvian notes, 90.7% of Thai notes and 99.5% of Ghana notes. A custom model named CRNN (by integrating
CNN with RNN approaches of LSTM and CTC) was proposed and also experimented with Attention Block & DenseNet in
identifying serial number of currency note in [53]. The model also fine tuned with ResNet and achieved 97.09% accuracy
over powering all other combination of models.

In summary, researchers preferred custom CNN models over standard CNN architectures but for the sake of
assessing custom models, standard architectures were also experimented. The YOLO-based models address scenarios where
notes must first be localized. A two-stage YOLO-NAS + UV system detects notes in visible light and analyses UV images
to confirm authenticity [26], [50], [37]. Other works use YOLOv3-style detectors for real-time localisation and recognition
[37], [39]. Transformers and attention modules treat a banknote as a set of patches and model long-range relationships.
DeViTC uses a ViT backbone to recognise originality and yields interpretable attention maps [48], [52]. CurrencyNet applies
a transformer architecture to Indian notes with optimiser exploration [49]. Nasayreh et al. integrate attention into CNNs for
Jordanian banknotes [22].Attempts were also made to build hybrid models by integrating strengths of both machine and
deep learning approaches, especially architectures like CNN, RNN, Transformers of DL for feature extraction and ML
models like SVM for image classification. Abbas et al. used a CNN to predict genuineness, while OCR extracts serial
numbers and further logic checks their format and repetition [25]. Deep-learning-based serial number recognition also
contributes to broader forensic analysis [53], [16]. Tarawneh proposed a hybrid CNN-LSTM-SVM pipeline for Jordanian
banknotes where in  CNNSs extract visual features, LSTMSs capture sequential patterns and SVMs produce final decisions,
with GANSs used for data augmentation [50]. In their work [32],[38],[53] explored combinations of CNNs with recurrent
layers or attention mechanisms.

In an attempt to help visually impaired in currency detection, several authors tried to build DL models that can be
deployed on low-cost devices. Pham et al. used CNNs for fake multinational banknote detection on smartphone images [23].
Jaman et al. and related work embed CNN or MobileNetV2 in Android or Raspberry Pi-based systems with audio feedback
[29], [52]. The following table (Table2) CNN based studies of various authors.

Currency / Task Model Type Key Result (approx.)
Colombian fake banknote Custom CNN vs TL CNNs ~99% accuracy, faster
detection inference
Colombian, pruned CNN CNN + network pruning Similar acc., reduced params
Indian genuine vs fake Custom CNN + SVM/RF CNN outperforms ML
comp. baselines
Bangladeshi banknotes (mobile) Custom CNN + TFLite 98.5% acc., mobile deployment
Mixed currency fake detection ResNet-style CNN ~98% accuracy
Real-time fake currency detection CNN >95% accuracy, real-time
MobileNet-based counterfeit MobileNet + image High acc., low latency
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detection processing.
Indian, Ethiopian, Peruvian, Thali, Vistion Transformers ~97-99% accuracy, real-time
Ghana Currencies
Jordanian, Ghana currencies Hybrid Al ~94-99% accuracy, real-time
(GAN+CNN+RNN)

Table2 — CNN-Based Fake Currency / Banknote Authentication Studies

The following table (Table3) summarizes some of the major machine and deep learning methods contribution

towards fake note detection and authentication process. It also details merits and demerits of those methods as per the
literature.

Method Family Typical Models References Advantages Limitations
Classical ML Logistic [41,[51.[61 .[7], Simple, Sensitive to
Regression, SVM, [81.[9], [10],[36], interpretable; low | capture; manual
RF, K-NN, K- [41], [11],[212],[13], compute features
Means, [14],[15],[16],[17],
Ensembles [18],[19]
CNN (Custom & ResNet, VGG, [20],[22],[23],[24],[33]1.[48].[49], High accuracy; Needs data; risk
TL) MobileNet, [25],[26],[27], [29],[30],[31], end-to-end of overfitting
AlexNet, [32],[34],[10],[35],[36], learning
GoogleNet [38],[39]1,[40],[42],[43],
[44],[45].[46].[47]
Transformer / VIiT, Deep VITC, [22],[48], [49],[51],[52] Global context; More parameters;
Attention CurrencyNet attention maps careful tuning
YOLO + UV YOLO-NAS/V3 + [26], [50], [37], [39] Detection + Needs UV
CNN authenticity; hardware; more
robust with UV complex
Hybrid CNN- CNN + LSTM + [50], [32], [53] Spatial + Higher
LSTM-SVM SVM sequential cues; complexity;
GAN harder tuning
augmentation

Table 3 — Comparison of Major ML/DL Method Families

As accuracy being a popular evaluation metric for the most of the studies conducted for the purpose, over a period
of one decade it has been observed tremendous improvement in terms of accuracy and performance from classical ML to
advanced DL as witnessed in the following graph (Graphl).

Accuracy Trends in Fake Currency Detection (2015-2025)

| —&— Classical ML
—e— CNN-based DL
—e— Advanced DL

100

95}

90

Accuracy (%)
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Graph 1 — ML and DL based models Accuracy Over Time
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A line chart drawn with year on the x-axis and peak reported accuracy on the y-axis, with curves for classical ML,
CNN-based and advanced DL methods. It is evident from the graph that, with the availability of huge currency note datasets
from 2018 onwards, DL and advanced DL with transformers and attention mechanisms consistently improving over ML
models. It has been observed that, researchers of ML methods used less number of image samples and had to compromise
with technological resources available at that time. It is expected that, due to overfitting, ML models were initially gave
better accuracy, but as with increase in sample size thereafter accuracy was slightly reduced. But DL and advanced DL
approaches effectively dealt with overfitting and leveraging advancement in computational power show cased improvement
in overall accuracy with time.

IV. CONCLUSION

The process of counterfeit-currency detection has shifted from hand-crafted feature-based ML to powerful deep
learning and hybrid Al systems. Each of the approaches have their own merits and demerits like ML models are simple and
no need to explicitly program every rule but needs human intervention in feature selection. While DL models learns features
directly from image samples but demands huge sample data with slower training. Where as advanced models, usually refers
to more complex architectures, often aim for state of the art performance, better scaling & robustness. As advanced DL,
Vision Transformers(ViT), Deformable CNN (DCNv3) and diffusion models are being used for research practice and with
availability of data, powerful machines these models are expected to be more reliable over others. Modern models routinely
report high in-dataset accuracy—often above 95-99%—across a variety of currencies and contexts [1], [20], [5], [22]-[24],
[6]1, [7], [50], [34]. However, the absence of public image benchmarks, limited cross-dataset validation, evolving forgery
methods, explainability requirements and deployment constraints all pose significant challenges. Continued progress will
require better data, stronger models and thoughtful integration of multimodal sensing and human—Al interaction.

V.FUTURE DEVELOPMENTS
In image processing tasks, evolutions in soft computing paving way for advanced DL models like Internimage,
Vision Transformers etc. and ensemble DL models through fusion of existing architectures that are expected to be more
promising in terms of accuracy and performance.
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